
 
 



 
 

Our Firm
 
BAICOM networks it's an argentinian company oriented to provide Offshore 
Information Technology and Security Services, under the MSSP (Managed 
Security Service Provider) concept.  
 
BAICOM was originally founded by a team of engineers who had worked in 
several prestigious companies in Argentina, acquiring great experience in 
Telecommunications and IT fields. 
  

Some of those companies are: 

• AT&T Latin América 
• Techint Group 
• Telefónica de Argentina 
• PriceWaterhouse & Coopers 
• Alcatel 
• UADE (Argentinian University) 
• UOL-Sinectis 

 
Our working methodology is based in the following international standards:  
  

 IRAM-ISO IEC 17799 Norm 
 Control Objectives for Information and Related Technology (CObIT) 
 OSSTMM (Open Source Security Testing Methodology) 

 
 
 

 
 
Our Policy 

Our priority is achieving success by fulfilling our customer goals, offering services 
based on ethic and credibility, understanding their needs through teamwork, to 
manage a quality service, with HiFi and trustable resources.  
 
We work with complete integrity, transmitting our experience to the customers on 
the basis of their necessities, responding with creativity and effectiveness, 
offering an optimum final product. 
 
We focus on satisfying our customer needs, trying to provide and maintain an 
exclusive and innovative service, through solutions that make easier to achieve 
their goals.  

 
 



 
 

Services > Attack & Penetration 
 

It consists of a series of intrusive tests that attempt to harm and penetrate the 
system, resembling itself real events that could generate real attacks, but in a 
controlled security atmosphere with the aim of detecting weak points in the 
systems and solve them. 
 
The client does not give any type of information to BAICOM, except the address 
IP. The aim is to analyze the way to simulate 100% an external attack without 
internal information of the company.  
 
 
The methodology of the Attack & Penetration is the following:  
 
 

Recognition 
     - Determination of objectives and planning 
     - Obtaining Information 
 
Analysis and Processing  
     - Search of weak points  
     - Vulnerability Assessment 
 
Penetration and Consolidation  
     - Social engineering 
     - Exploit of vulnerabilities  
     - Scaling of privileges  
 
Qualification and Conclusion  
     - Determination of the security level 
     - Suggestions oriented to the resolution of security problems  

 

 

 

 
 



 
 

Services > Vulnerability Assessment 
 

We can provide the real status of the security risk in your organization. Our non 
intrusive method helps to have a global vision of the state of your networks and 
infrastructure of IT, without getting to solve the faults and vulnerabilities that may 
be noticed during the Study.  

This study points to identify vulnerabilities that could exist in your equipments, in 
this way you can count on protected, accurate and consistent information.  

A growth capacity was generated therefore controlled and prepared for any new 
Project. All the procedures are tested in an isolated atmosphere of laboratory, 
obtaining a greater effectiveness and intelligence in the results that the ones from 
automatic processes.  

BAICOM provides detailed technical data that includes objective, date and hour, 
type of risk, recommendation, screenshots, references, diagrams, etc.  

The recommendations contain a detailed explanation of the corrective methods 
to follow, oriented mainly to the resolution of the problem, with the purpose of 
facilitating the task of the IT personnel.  



 
 

Services > Web Application Security Testing 
 
BAICOM Web Application Testing is an Internet security audit, performed by 
experienced security professionals. A key feature of this service, and one which 
cannot be covered by relying solely on automated testing, is application testing. 
  
The service is designed to rigorously push the defenses of Internet networks and 
applications. It is suitable for commissioning, third party assurance, post-attack 
analysis, audit and regulatory purposes where independence and quality of 
service are important requirements. 
 
A final written report provides an analysis of any security or service problems 
discovered together with proposed solutions, links to detailed advisories and 
recommendations for improving the security of the service under test. 

 
Web Application Testing covers: 

• Configuration errors 
• Application loopholes in server code or scripts 
• Advice on data that could have been exposed due to past errors 
• Testing for known vulnerabilities 
• Reducing the risk and enticement to attack 
• Advice on fixes and future security plans 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



 
 

Services > Infraestructure Management 
 

Our services cover the monitoring, management and enhancement of your entire 
infrastructure including servers, clients and your data and voice network. 
We take care of your complete IT infrastructure including: 

• Operating Systems 
• Databases 
• Internet services 
• Networking 
• Security 
• Middleware or Application Servers 
• Desktop support 
• Telephony 

 
Now, by leveraging our offshore development center, our customers get flexible 
access to a large number of highly skilled professionals at a fraction of the local 
cost. Argentina’s free and public education, together with a large investment in 
technology during the last decade, has created one of the most interesting pools 
of IT specialists anywhere. Our team is growing fast and we have been able to 
attract the best resources in the market. 
 
Building the “dream team” for this task involves recruiting and developing people 
with extraordinary technical and personal aptitudes.  
 
Our operation center 
 
BAICOM operation center is located in Buenos Aires, Argentina. Our building is 
extremely secure, extensively connected and has redundant energy supply. 
Operations are ensured with a secondary operation center. Our communications 
links include redundant 24x7 high bandwidth connections between the Argentina-
based teams and our clients. 
 
Our experience shows that this infrastructure converts our operation center into a 
virtual extension of your facilities. 

 



 
 

Contact us 
 

 
Buenos Aires 

Tel/Fax: +5411 5032 3366 
Email : info@baicom.com 

Human Resources Email : rrhh@baicom.com 
Web Page : www.baicom.com 

 
Capital Federal - Buenos Aires - Argentina 
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